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JUSTICE.WALES
DATA PROTECTION, CONFIDENTIALITY AND PRIVACY POLICY
This policy applies to all personal data processed by Justice.Wales. All staff, volunteers and other persons involved in the running of Justice.Wales’ work or processing client data are expected to be familiar with this policy. 
Justice.Wales shall ensure that all staff, volunteers and anyone else who handles clients’ personal data are aware of their responsibilities under this policy and other relevant data protection and information security policies, and that they are adequately trained and supervised.
Justice.Wales has a Confidentiality Agreement and Policy in place in respect of all staff, volunteers and students who may be dealing with confidential data. 
1. Our Aim
The Clinic is responsible for the collection and processing of personal data including data defined as sensitive by the General Data Protection Regulation (GDPR) (EU) 2016/679.
Justice.Wales complies with the data protection principles set out below. When processing personal data, Justice.Wales ensures that: 
· it is processed lawfully, fairly and in a transparent manner; 
· it is collected for specified, explicit and legitimate purposes; 
· any processing of clients’ data is limited to what is necessary in relation to the purposes for which they are processed;
· clients’ data is accurate and, where necessary, kept up to date and that reasonable steps are taken to ensure that inaccurate personal data is erased and/or rectified without delay; 
· it is stored for no longer than is necessary for the purposes for which the personal data are processed; 
· it is processed in a manner that ensures appropriate security of the personal data, including protection against unauthorised or unlawful processing and against accidental loss, destruction or damage, using appropriate technical or organisational measures.
Justice.Wales is the data controller and is committed to protecting the rights of participants in line with the UK Data Protection Act 1998 (DPA) and the new General Data Protection Regulation (GDPR).
Justice.Wales relies on the legal advice of solicitors and barristers outside of our organisation. In that event, individual firms and legal advisors are also responsible for the safe handling, collection and storage of data.
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2. What kind of information do we collect and why
We collect
· Personal data 
· Demographic data
· Case data including case paperwork
· Additional data for the purposes of research where specifically stipulated​
We collect this information through need to provide you with the services as advertised. Once that service ends, your data is deleted within 6 months in the cases of non-legal services, and within 6 years of legal advice services. 
In respect of external solicitors and firms, they may keep specific information about you and your case for the minimum period of 6 years in line with their own professional obligations, and queries can be made directly with them. 
Most personal information you supply to use will be used for the following reasons 
· To provide you with help, advice and assistance 
· To understand your circumstances and provide the best possible support
· To offer emotional support through in-house and, when necessary, external services
· With your permission, to facilitate referrals to solicitors or support your case, ensuring conflict checks are performed before sharing information
· To assist with legal aid evidence letters following assessment, sometimes requiring information from other agencies such as medical professionals
· To manage reports and documents submitted by you, stored securely in our Case Worker system
We may also receive information from solicitors, advocates (IDVA/ISVA/IDSVA), and multi-agency professionals, particularly relating to MARAC meetings and safeguarding issues. Medical letters provided by you will be securely held on file.
3. Lawful basis for processing including consent
Under the UK General Data Protection Regulation (UK GDPR), we rely on several lawful bases for processing personal information:
· Consent
· Legitimate interests
· Criminal offence data
· The core legal basis for processing MARAC data includes UK GDPR Article 6(1)(d) (protection of vital interests) and Article 9(2)(c) Recital 46. Other relevant legislation includes DPA 2018 Schedule 1 Part 2 (Conditions 10, 11, 17, 18) and the Human Rights Act 1998 (Articles 2 and 3), ensuring that only proportionate and directly relevant information is shared to protect the safety and rights of victims and children. Information about the perpetrator may also be shared where necessary to manage risks.
· You may withdraw your consent at any time by contacting us. Upon withdrawal, your file will be closed and retained for up to 6 months before complete removal.
We do not process any data without explicit consent. By agreeing to our terms and by agreeing to use our service, you will have agreed to the collection and use of your data as we outline. 
You have the right to withdraw your consent at any time and can do this by emailing help@justice.wales

4. Why we collect individual data and how we use it
We collect data on individuals for the following reasons, which includes anonymous data. 
1. For the purposes of monitoring which allows us to fulfil external reporting requirements to advisory bodies such as LawWorks.
2. For the purposes of evaluation.
3. To ensure the health and safety of all clients e.g. ensuring that we are aware of medical conditions.
4. For the purposes of being able to assess whether or not it is an issue on which we are able to assist with.
5. For the purposes of funding.
6. For the purposes of academic research where applicable. 
​Data retained after the relevant period will be anonymised and will only be used for the above purposes. 

5. How data is processed
We collect your data at the time you sign up for the project, and also when you contact us via email / telephone / when you attend in person.
We retain your information long enough to provide the service to you, a minimum of 6 months, and after such as a time your identifying details (such as your name, full address) will be deleted. Your case papers will be deleted as soon as they are no longer required for the purposes and aims of the project, or otherwise when you ask us to delete them. On occasion you may require help for longer than our minimum period (6 months) and in such a case we will hold your data for longer. 
If you have received legal advice, your file will be retained for six years either by Justice.Wales, or by the external advisor who has provided you with the advice.
​From time to time, we may hold in-person services such as legal clinics. On such occasions it will be inevitable that others in the community may see you using our service. Unfortunately this is unavoidable.
From time to time the service may also hold support groups in respect of the CIC’s work, such as peer mentoring, emotional support and other group focused activities. Where this is the case, it remains your choice to share matters which may or may not be relevant to your case, but you are not obligated to do so and such sharing remains your responsibility.   
6. Sharing your data
​Your data is never shared with third parties without your consent and it is never under any circumstances sold to external companies, unless a risk to life or safeguarding situation arises. You can find out more about safeguarding by viewing our safeguarding policy.  
With your consent, your data may be shared with 
· Law firms and/or solicitors to provide you with advice
· With MARAC or any other relevant safeguarding service in relation to your IDVA support services 
Your data may be shared with our professional and consultancy staff and our volunteers who will have signed a confidentiality agreement. 
Generalised anonymised data will be analysed for research purposes and made available from time to time in research publications, annual reports, and so on.​
Data protection legislation requires us to keep your information secure. This means that your confidentiality will be respected, and all appropriate measures will be taken to prevent unauthorised access and disclosure. Only members of staff who need access to relevant parts or all of your information will be authorised to do so.
Information about you is kept in electronic form only, unless we have accepted paper information from you or paper format is required. In that event, paper information is digitalised and the original copies are returned to you. Paper records are not maintained or stored. 
7. What are your rights?
You have a right to access your personal information, to object to the processing of your personal information, to rectify, to erase, to restrict and to port your personal information -
· Right of access to your personal information
· Right to rectification of inaccurate or incomplete information
· Right to erasure of your personal information in certain circumstances
· Right to restrict processing in certain circumstances
· Right to object to processing in certain circumstances
· Right to data portability in certain circumstances
You are entitled to request a Subject Access Request at any time to receive a copy of any information we hold about you. You can request the same by any means, however we would prefer to receive requests via email.
​8. Retention and Storage of Data 
We currently use Microsoft 365 and Caseworker.MP to use, process and store your data safely. These services are professional paid for services with security enabled to safeguard your data. When we remove your data, your data will be removed from the services named above. 
How long we store your data depends on what services you have accessed.
If you have received general help, signposting or IDVA support services, we will retain your data for 6 months following the conclusion of your enquiry. You can consent to us retaining this data longer. If that applies to your case we will contact you directly at the time. 
If you have received legal advice, we are required to retain records for the minimum period set by the Solicitors Regulation Authority which is 6 years. We do not need to retain your entire file for this period. 
If you contact our service following the conclusion of your case, the means of that communication (such as telephone record, text message, or email) may be retained for a longer period in some circumstances, however periodic reviews will take place for that information to be removed.
9. Subject Access Request 
Subject access is the right to request information about how personal data is being processed, including whether personal data is being processed and the right to be allowed access to that data and to be provided with a copy of that data along with the right to obtain the following information: 
· the purpose of the processing; 
· the categories of personal data; 
· the recipients to whom data has been disclosed or which will be disclosed; 
· the retention period;
· the right to lodge a complaint with the Information Commissioner’s Office; and
· the source of the information if not collected direct from the subject.
Rectification: the right to allow a data subject to rectify inaccurate personal data concerning them.
Erasure: the right to have data erased and to have confirmation of erasure, but only where:
· the data is no longer necessary in relation to the purpose for which it was collected; or
· where consent is withdrawn; or
· where there is no legal basis for the processing; or 
· there is a legal obligation to delete data.
Restriction of processing: the right to ask for certain processing to be restricted in the following circumstances: 
· if the accuracy of the personal data is being contested; or
· if our processing is unlawful but the data subject does not want it erased; or
· if the data is no longer needed for the purpose of the processing but it is required by the data subject for the establishment, exercise or defence of legal claims; or 
· if the data subject has objected to the processing, pending verification of that objection.
Special category personal data
This includes the following personal data revealing:
· racial or ethnic origin; 
· political opinions;
· religious or philosophical beliefs;
· trade union membership; 
· the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person;
· an individual’s health;
· a natural person’s sex life or sexual orientation;
· criminal convictions or offences.
Justice.Wales processes special category data of clients and third parties as is necessary to provide legal services for the establishment, exercise or defence of legal claims.
You can request a Subject Access Request by contacting us by any means and requesting the same. We would prefer those requests to be made by email wherever possible. We aim to respond as soon as practicably, in any event within 28 days. 
help@justice.wales
You are welcome to ask questions or to make an enquiry at any time.
9. Confidentiality Agreements 
Justice.Wales requires confidentiality agreements in respect of all its staff, volunteers and students who participate in the work of the CIC, attached at Annex A. 
9. Complaints
Complaints in respect of how we have used or processed your data can be made to the Information Commissioner if we cannot remedy them informally. 
Please see our complaints procedure for further information. 

JUSTICE.WALES 
March 2026



JUSTICE.WALES
CLINIC CONFIDENTIALITY AGREEMENT
 
Where:
The Adviser has agreed to receive information, which is considered to be confidential in nature (the "Confidential Information") to enable the Adviser to provide advice (the "Purpose") relating to the Confidential Information.
In consideration of the Adviser being provided the Confidential Information for the Purpose the Adviser hereby undertakes that he or she shall:
a. keep JUSTICE.WALES’s (the “Clinic”) and Clinic clients’ Confidential Information (together the “Confidential Information”) secret and confidential; and;
b. not use the Confidential Information in any way, except for or in connection with, the Clinic’s Purpose of providing pro bono legal advice and assistance to the public, and in accordance with the other terms of this Confidentiality Agreement.
Further, Adviser agrees:
i. not make any announcement or disclosure in connection with the Confidential Information or the Purpose without the prior consent of the client.
ii. not communicate, disclose or make available all or any part of the Confidential Information to any third party excluding the staff of the service;
The obligations of confidentiality and non-use will not apply with respect to any of the following:
iii. information which is generally available to the public at the date of this agreement;
iv. information already known to the party at the time of disclosure;
v. information which is subsequently disclosed by third parties having no obligations of confidentiality;
vi. information which is or becomes generally available to the public in printed publications in general circulation in the United Kingdom through no act or default on the part of the parties or their agents, persons or professional advisers.
The Adviser shall ensure that all measures necessary are taken to secure the confidentiality of the client’s Confidential Information including but not limited to: 
vii. keeping separate all Confidential Information and all information generated from all other documents and records held by the Adviser on other matters;
viii. keeping all documents and any other materials, bearing or incorporating any of the Confidential Information, at the service unless all personal information of the client has been removed from the documentation;
ix. Except where Clinic agrees in writing otherwise, and only in accordance with the terms of any such written agreement, not using, reproducing, transforming or storing any of the Confidential Information in an externally accessible computer or electronic information retrieval system other than on those provided at the service unless all personal details of the client are removed.
x. not transmitting it in any form or by any means whatsoever outside of the service and not copying all or any part of the Confidential Information, without the prior written consent of the client and then only to the extent that it is required for the Purpose;
xi. allowing access to the Confidential Information only to those persons and/or to the professional advisers who have reasonable need to see or use it for the Purpose and informing each of the said persons and professional advisers of the confidential nature of the Confidential Information and of the obligations in respect of the Confidential Information and ensuring such persons and professional advisers comply with the confidentiality and non-disclosure obligations contained in this agreement;
xii. obtaining from persons having access to the Confidential Information their undertakings to maintain the same as confidential and taking such steps as may be reasonably desirable to enforce such obligations.
The failure of the Adviser to enforce at any time any one or more of the terms or conditions of this agreement shall not be a waiver of them or of the right at any time subsequently to enforce all terms and conditions of this agreement.
All rights in the Confidential Information are reserved by the client to which it belongs and no rights or obligations other than those expressly set out in this agreement are granted or to be implied from this agreement.   
If requested by the Clinic at any time, Adviser shall immediately destroy or return to the Clinic all documents and other records of the Confidential Information that are in Advisers possession. If the Confidential Information is stored in electronic form, Adviser shall erase all such Confidential Information from Adviser’s computer and communications systems and devices used by Adviser (to the extent technically practicable).
Clinic may request Adviser to certify in writing that it has complied with its obligations set out in this confidentiality agreement. 







Please sign and return a copy of this letter agreement.
Yours faithfully
 
I have read LawWorks’ guidance on how to maintain client confidentiality
I hereby agree to the terms of this Confidentiality Agreement
 
 
................................................................. 
Signature of Adviser                                                        Name of Adviser 
(Print name)
 
Date signed
 
 
 
................................................................. 
Signature of Clinic Coordinator                                        Name of Clinic Coordinator
(Print name)
 
Date signed
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